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Security and Compliance  
 



SUMMARY 
Small and Medium Businesses operating in industries and markets with Regulatory 

Requirements or security sensitivity are increasingly challenged to keep pace with the financial, 

expertise and operational burdens of maintaining a Cyber Security program. These difficulties 

often result in patchwork implementations of security technologies; and best practices 

procedures such as patch management and vulnerability assessment programs not being 

conducted.  

 

The SkinnyOffice WorkSpace Advanced Security and Compliance platform builds upon both the 

Security Controls and ongoing operational support and management provided by the 

SkinnyOffice Workspace Cloud to deliver organizations a complete managed security program 

that combines both advanced technical controls and the policy and procedural components to 

support compliance with regulatory programs and agencies such as HIPAA, FDIC, and GLBA 

and the NCUA   

 

Information security program management is becoming increasingly complex and difficult as a 

result of attackers continuing to gain ground both in sophistication of techniques; and their ability 

to target both Enterprise owned assets directly, and indirectly through employee devices and 

access to personal cloud and social networking services which can become avenues of attack 

against company computing assets and confidential data. By building a Managed Information 

Security program on top of SkinnyOffice WorkSpace organizations enjoy the ability to accelerate 

their Risk Management efforts by being able to rapidly move away from unmanaged legacy 

infrastructure and endpoint computing assets that may not be receiving security updates and 

other security treatments. Once operating inside the WorkSpace Cloud; organizations utilizing 

WorkSpace Advanced Security and Compliance plans organizations are able to harness 

increased visibility into their overall Cyber Security Risk posture and the security threats that 

have targeted the organization.  
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ABOUT SKINNYOFFICE WORKSPACE: 

Changing patterns of work are leading to employees needing to access your company IT resources from 

a variety of locations that include Home, Hotels, customer sites, and co-working offices. Just as the 

number of locations where work is being conducted is increasing; the number and types of devices that 

employees are using in the course of their work is increasing as well. This mix of diverse locations and 

devices presents challenges to providing uniform secure access to business and productivity applications, 

voice communications, devices, and printers while maintaining security.  

SkinnyOffice WorkSpace allows Small and Medium Sized business to meet these new workplace 

challenges with a complete; fully managed private cloud IT infrastructure organized around Windows 

Virtual Desktops with Security, Communications, and Collaboration capabilities built in; ready to run 

alongside all of your critical business applications. All SkinnyOffice WorkSpace subscriptions are fully 

managed and supported by the Skinnyoffice Team allowing you to leave the IT administration burden to 

us.  

Your employees are your company’s most critical asset and SkinnyOffice WorkSpace allows your 

business to support them with the technology and security that accelerates today’s mobile workforce. This 

flexible and scalable virtual desktop solution breaks the cycle of traditional hardware and devices, 

allowing users to access apps and desktops from any device, anywhere, while securing and managing 

those devices regardless of location. 
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Each WorkSpace Advanced 

Security and Compliance Program 

is individually tailored to the unique 

Risk, Compliance, and Budget 

needs of your business. Prior to 

implementation our team will 

discuss your organization’s Risk 

Requirements, Regulatory 

Compliance needs, Monitoring and 

Management requirements and the 

scope of assets that need to fall 

within the Information security 

program. Protected and Managed 

assets can be comprised of both 

SkinnyOffice WorkSpace 

resources and existing Premise or 

Cloud based Infrastructure and 

Services.  

 

While each SkinnyOffice Advanced 

Security and Compliance program 

is uniquely tailored to the Risk and 

Operational requirements of your 

organization the following services 

and features are generally 

available capabilities of each 

subscription.   
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Inventory and Risk Assessment: 
Ongoing review and inventory report of all 

computing assets within the scope of 

SkinnyOffice Management, stored data and 

classification of risks associated with each.  

 

Develop and Maintain an Incident 
Response Plan: Implement a plan for 

addressing the and managing the aftermath of a 
Security Incident the organizations systems or 
data on either company owned systems or those 
of a 3rd Party Vendor 

 
 

3rd Party Identification and Risk 
Assessment: Risk Assessment and 

documentation of the organizations 3rd party 
relationships with any vendors hosting 
Personally Identifiable Information owned by the 
organization or its clients.  
 
 

Staff Cyber Security Awareness 
eLearning: Electronically delivered Cyber 

Security training for the organizations staff, 
focused on Cyber Security awareness and 
current threats facing Financial Services firms  
 
 

Executive and Board Level 
Engagement: The Managed Information 

Security Program features regular engagement 
with Board of Directors and Executive level for 
organizations that require Cyber Security 
engagement at these levels for Risk 
Management and Regulatory Compliance  
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Managed Anti Malware: Deployment of a managed Endpoint Detection 

and Response solution Security across all applicable organization owned 
computing assets  
 

 

Vulnerability Assessment: Annual Vulnerability Assessment of both 

external and internal facing computing devices to assess the security state of 
each device against known security vulnerabilities.  
 
 

Central Logging: Central, secure storage of logs from Network and 

Computing devices is the foundational practice of most compliance mandates 
and invaluable in the event of a security breach.  
 

 
Patch Management Program: Development and Implementation of a 

Patch Management program to include monthly patching of client and server 
based computing devices. Implementation of Security Updates in a timely 
manner is critical to protect Information System and Sensitive Data.  
 

 

Intrusion Prevention System/Next Gen Firewall: Implementation 

of NGFW platform inside of the organizations WorkSpace Private Cloud to 
provide mitigation of network based attacks and data theft. The NGFW platform 
provides continuous Anti Malware protection, Application and URL Filtering, and 
Real-time Detection and Prevention of Network Attacks  
 
 

Advanced Threat Monitoring: Fast threat detection with behavioral 

analytics provides a simple and fast way to understand and monitor suspicious 
user and device activity happening within 
 your computing environment  
 
 

Single Sign On Access to Cloud Applications: Centralize secure 

SSO Integration from your internal user directory to over 5,000 common Web 
Applications such as Saleforce, Gmail, and Workday. The Single Sign On 
platform enables easy password management for your employees and increased 
visibility into 3rd Party application usage in the event of employee termination or 
credential compromise   
 



 

More Information 
 

 

Please contact us at info@skinnyoffice.net 

or (888) 854-1949 to discuss your 

organization’s individual Security and 

Compliance needs  

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

About SkinnyOffice: 
 

Web: www.skinnyoffice.net 

Email: info@skinnyoffice.net 

Phone: (888) 854-1949 

About: 

SkinnyOffice provides enterprise class IT solutions at a 

price small businesses can afford and budget for. We have 

tailored our solutions specifically to help small business 

owners overcome the struggles that often come with 

affording modern IT solutions and the staffing needed to 

keep pace with your competitors. We provide, manage, 

and support everything your growing business needs to 

remain secure and productive. Whether we are serving as 

your Virtual CIO and IT Department; or supplementing your 

existing IT team, we are committed to your success. 

SkinnyOffice is a TierFive Solution 
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